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KE HOACH THU'C HIEN PO AN CAPSTONE 1 VA 2

KHOA K20 (2014-2018) & K19 VE TRUOGC
CHUYEN NGANH: KY THUAT MANG (AN NINH MANG)

1. Muc dich:

Muc dich cta dd an Capstone 1a ap dung tri thirc thu dugc trong truong va bién né
thanh ki nang dap mg cho nhu cau cong nghiép. Viéc thuc hién thanh cong d6 an Capstone
1a cach sinh vién chting minh ring sinh vién di dap tmg cho muc dich nay. D6 an Capstone
1a dy an thuc té trong d6 sinh vién c6 3 thang dé hoan thanh trong hoc ky thir nhat & nam
cudi tai Truong. D6i véi d6 an Capstone 1, sinh vién lam viéc theo nhom trong mot du an
mo phong do cac giang vién ciia B6 mon dé ra (khuyén khich cac dé tai, du an tir thuc té.
Két qua cua dd an Capstone phai dugc trinh bay dudi dang san pham phan mém hoan thién,
giai phap hoan thién (hd so du an/san pham) va trinh bay trude hoi dong danh gia bao gdm
cac giang vién ciia Bo mén CMU va khach moi tir doanh nghiép (néu c6). Pb an duogc thuc
hién theo nhom tir 3-5 sinh vién va theo qui trinh — Security Process, Waterfall, ...

2. Muc tiéu:

Sinh vién van dung cac kién thirc vé phan tich thiét ké HTTT (requirements), network
security, tin cong, phong thi, chién tranh thong tin, an ninh Gmg dung web, kién tric an
ninh thdng tin va cac ngdn ngir 1ap trinh, thuat toan, ky thuat lap trinh, hé thdng thong tin,

..dé tim hiéu thuc té, khao sat nghiép vu tai cac co quan, xi nghiép, doanh nghiép hodc yéu
cau tlr cac giang vién, cd van dy an tir d6 xdy dung cac giai phap tng dung, cac dich vy,
hodc giai phap an ninh nham nang cao hiéu qua quan 1y, san xuat kinh doanh cta cac don
vi/ dap g yéu cau dit ra cta bai toan.

Sau khi hoan thanh dd 4n Capstone 1 hodc 2, sinh vién dat duogc:

> Kién thtc va ky niang phén tich, thiét ké, xdy dung cac giai phap an ninh mang,
an toan thong tin cho hé thong, kha ning phong ngira va phan tmg céc tinh hudng
tan cong mang, an ninh tng dung web;

> K¥ ning st dung cac cong cu, cong nghé vé biao mat va giam sat va phat hién,
phong tha tin cong mang;

> K§ nang lap trinh hé théng, phan tich ma ngudn dé tim 16i bao mat

> K§ ning, kinh nghiém t6 chirc va quan 1y nhém du an, c6 thé dam nhan 1 trong
cac vai tro: quan ly du an (PM), quan ly chuong trinh, quan tri h¢ théng

» Kha nang lam viéc doc lap hodc lam viéc trong cac nhom phat trlen cac du an
16n, c6 k¥ ning giao tiép trong cong viée, giai quyét tinh hudng thuc té;

3. Yéu cau
> Yéu cau vé thoi gian:
- Thoi gian thyc hién Capstone 2 tir ngay 05/02/2018 dén 11/05/2018
- Bao vé dd 4n Capstone 2 tir 12/05/2018 dén 17/05/2018
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> Diéu kién xét giao dd an, Capstone 2 (Bic dai hoc)
- Du diéu kién:
= (a) Sinh vién khong thudc dién ng hoc phi;
* (b) Sinh vién khong dang trong thot gian bi ky luat & muce dinh chi
hoc tap;
* (c) Sinh vién khong bi truy ctru trach nhiém hinh sy;
= (d) C6 diém trung binh chung tich liiy tinh dén thoi diém xét tir 2.0
trg 1én (thang diém 4)
= (e) Hoan thanh tit ca cac hoc phan trong khung chwong trinh dao
tao
- Xét vét giao d6 an
= (f) Thoa man tat ca cac diéu kién tir (a) dén (d) & trén
= (g) CO tong s6 tin chi cac hoc phan chua hoan thanh (bi diém F
hodc chua hoc) tinh dén thoi diém xét khong quéa 5% tong sd tin chi
cua qua trinh hoc tép;
= (h) Cac hoc phan chua hoc khong thudc cac hoc phan chuyén
nganh.
- Xét tam giao
= (i) Thoa mén tat ca cac diéu kién tir (a) dén (d), (h) ¢ trén
= (j) Pam bao du diéu kién hodc diéu kién xét vét & trén ngay sau khi
thi két thiic hoc phan & thoi diém giita hoc ky 1.

Doi véi sinh vién cdc khba trude vé thuce hién lai Capstone 2 ciing dp dung
diing cdc diéu kién trén va phdi ¢é phiéu dang ky thuce hién dé dn Capstone theo
qui dinh, phdi c6 don dang ky theo mau qui dinh, c¢é xdc nhdn tw cdach c¢éng dan
cua dia phuwong.

Kém theo bdng diém TNI.

> PDiéu kién xét giao dd an Capstone 1 (Bic dai hoc K20 va cac khéa truéc)
- Du dicu kién:
* (a) Sinh vién khong thude dién ng hoc phi;
* (b) Sinh vién khong dang trong thoi gian bi ky ludt & mac dinh chi
hoc tap;
= (c) Sinh vién khong bi truy ctru trach nhiém hinh sy;
= (e) Tong sb tin chi ding ky trong hoc ky 2/2017-2018 khong vuot
quéa 20 tin chi (khong ké tin chi thé duc), bao gém ca 3 tin chi d6 an
Capstone 1
= (f) Pa hoan thanh cic hoc phan diéu kién CMU-CS376, CMU-
CS477, CMU-CS427, CMU-CS428
= (g) sinh vién phai lam don dang ky hoc phan
4. To chirc nhém do an Capstone 1 & 2
a. MObi nhém dd an Capstone 1 hodc 2 ¢6 tir 3 — 5 sinh vién thudc 2 chuyén
nganh Ky thuat mang (An ninh mang CMU)
b. Viéc chia nhom s& do bd mén xac dinh dua trén cac tiéu chi vé diém sd, vé
nganh va vé diéu kién thuc tap tai cac doanh nghiép.
C.
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5. Hwéng chon dé tai /dw an
a. Nghién ctru va trién khai cac hé thong bao mat cho doanh nghiép, co quan
b. Xay dung cic cong cu giam sat, phan tich, bao mat cic hé thdng mang,
website, dit li€u, an toan thong tin.
c. Trién khai cac dich vu bdo mat cho mang xa hd1
d. Nghién ctru cc k§ thuat phong thi, tn cong, xac thue xAm nhap. ...
Kém theo danh sdch dé tai goi y
e. STP Design and Attacks
f. IPSEC VPN Network design for remote users
ICMP Address mask vulnerability scanner
Luuy:
- Két qua cua du an Capstone phai dam bao duoc cac yéu td sau:
= Tinh hoan thién cia san pham (ho so tai li¢u va chwong trinh )
" Tudn thu ding quy trinh phat trién phan mém da dwoc giao
= KJ ndng quan 1y, truyén théng va lam viéc nhém
v Thdi do lam viéc cua tung ca nhdan, nhom tai cac don vi thuc tap.

6. Lich trinh thuc hién Capstone 1 & 2:

STT N§i dung Nga;f bat Ngax ket Thl.rcvl.ne;n Ghi chu Tinh trang
dau thic boi
1 | Capstone Orientation 1 | 22/1/2018 CMU da thuc hién
diéu chinh néu
2 | Team selection/ form 29/01/2018 | 5/2/2018 | CMU co da thuc hién
3 | Capstone Orientation 2 | 6/2/2018 | 10/2/2018 | BM
4 | Mentors Assignment 6/2/2018 6/2/2018 | CMU
Cac nhém,
5 | Write Proposal 6/2/2018 9/2/2018 | Mentor
Cac nhém,
6 | Submit Proposal 9/2/2018 | 10/2/2018 | BM CMU File, in
Lich chi tiét s€
Nhom, dugc thong
Present Proposal and Mentor, bao dén céac
7 | Approval Project 23/2 24/2/2018 | BM nhoém, Mentor
12 tuan full
8 | Project 26/2 11/5 Cac nhom | time
Nhom, Lich bao cao
Mentor, chi tiét s& dugc
9 | Midterm Report 23/3 25/3 | BM cong bd
10 | Biweekly Report
11 | Final Submission 12/5/2018 | 12/5/2018 | Nhém
12 | Final Presentation 15/5 18/5/2018

7. Panh gié‘)ké't qua Capstone 1
a. Bang phan bo tiéu chi diem

1. Sén pham/ Giai phap (40/100 diém)
a. Y tuwdng san pham/ dich vy/ giai phap
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b. D6 16n cua san phany/ dich vu/ gidi phap
C. Mtrc d6 hoan thién cta san phém/ dich vu/ giai phap
d. Kha nang ing dung cta san pham/ dich vy/ giai phap

2. Quy trinh str dung (30/100 diéin)
a. Day du va ding bi€u mau tai li¢u theo qui trinh (c6 phu luc kém theo)
b. Dung tht ty ctia quy trinh (c6 phu luc kém theo)

3. Nhom va thanh vién (30/100 diém)
a. Tinh than doan két, thai do, 1am viéc nhém
b. K¥ nang trinh bay
c. Su déng gop cong stre/nd luc cua ting thanh vién nhom
d. Minh chiing hoat dong nhom

b. Bang phan bo trong so diém ciia hoi dong chAm Capstone 1

- MJdi hoi ddng dénh gia Capstone gom 03-05 thanh vién, 1 Chu tich hoi dong, 01-03 Uy
vién, 01 thu ky (co6 thé c6 doanh nghiép tham gia hoi dong)
- Phan bo trong s6 diém nhu sau:
- Giang vién Huéng dan 30%
- Hoi dong ; 70%, gdm Chu tich, Phan bién va Uy vién

- Trudng hop khong cho bao vé trudc hoi dong va nhan diém F néu thudc mot trong cac
truong hop sau:
= Can bd huéng dan xac nhan nhom/ ca nhan khong du diéu kién bao vé trude hoi
dong.
= Sinh vién ving mit trong budi bao cao trudc hoi dong.
= Thuc hién chdm diém theo qui dinh hién hanh

C. Qui trinh bao vé Capstone
- Budc 1: Sinh vién ndp 02 bd hd so san pham (gdm hd so san pham, chuong
trinh nguon, slides va céc tai liéu lién quan du 4n), ban cing.
- Budc 2: B mon CMU duyét cAu trac, hinh thtrc va biéu mau bao cdo, xac nhan
cho bao vé cia giang vién huéng dan.
- Budc 3: B mon CMU 1ap danh sach phan gidng vién phan bién theo tirng nhom
dé tai, khoa duyét, trinh P.Dao tao, BGH duyét.
- Budc 4: Chuyén bao cao va mau nhan xét danh gia cho GVPB va cac thanh vién
hoi dong (chuyén cho GVPB trudc it nhat 03 ngay)
- Budc 5: Trude budi bao vé, GVPB ndp lai cac ban nhan xét danh gia vé cho bo
mon quan ly
- Buéc 6: T6 chirc bao vé
i. Chu tich hoi dong cong bd quyét dinh thanh lap hoi dong
ii. Mdi nhom sinh vién trinh bay béo cdo (bang slides) va chay chuong
trinh ¢& mé trong vong 30 phit/ nhém
lii. Giang vién phan bién doc nhan xét, dat cau hoi
iv. Cac thanh vién trong hoi dong dit cau hoi
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v. Céc sinh vién tra 101 cac cdu hoi cia GVPB va hoi dong
vi. Hoi dong dit cu hoi bd sung, trao ddi
vii. Thu ky lam nhiém vu ghi lai cac cau hoi, gop y, nhan xét, va tra 101 cta
SV vao bién ban bao vé; toan bd hoat dong hoi dap, trao d6i duoc thuc
hién trong vong 45-60 phut
viii. Cac thanh vién hoi ddng cho diém vao phiéu danh gia
ix. Két thuc
X. Két thuc mot dot bao vé (cudi budi hodc cudi ngay) hoi dong s& cong
bd diém sd cubi cung cho timg sinh vién.
Téng thoi gian cho 01 nhém bao vé tir 90 dén 105 phit

Cac cong viéc sau khi bao vé:

a.

b.

C.
d.

Sinh vién lién h¢ Bo moén nhan lai bién ban gop y va yéu cau chinh stra vé nha
chinh stra theo dung yéu cau ctia bién ban hoi dong

In 01 bd ho so hoan thién, 01 CD day du noi dung da chinh stra, chuong trinh,
slides nop lai cho bd mon quan 1y kiém tra 1an cudi.

Ky xac nhan néu da hoan tat cac yéu cau chinh sira

Hoan tat béo cao

8. Yéu ciu chung ddi véi sinh vién va gidng vién c6 van
» Sinh vién

Nghiém tac thuc hién dang yéu cau ciia Khoa, yéu cau va qui dinh ciia noi
thue tap (néu co)

Thuc hién theo dung qui trinh da chon

Nhom sinh vién phai 1am viéc voi giang vién huéng dan it nhat 3gio/tudn, co
ky x4c nhan cua giang vién huéng dan.

Mbi thang B mén CMU s& hop véi toan bd cac nhom it nhat 01 1an & tudn
cudi hodc dau thang.

> Doi véi giang vien hwéng din

Giang vién huéng dan phai ndm rd quy trinh phat trién phdn mém, hoic quy
trinh xay dung mo hinh cong ngh¢ thong tin trong cac doanh nghiép.

Thyc hién huéng dan SV thyc tdp va viét bdo cao diing ké hoach, tién do va
yéu cau ciia ké hoach nay;

Bi4o céo két qua hudng dan va két qua thyc hién cua sinh vién, tién do thuc
hién, viét bao cdo cho Bo mon CMU dinh ky 2tuan/lan (theo mau c6 san);

Phai ¢ lich dé 1am viéc véi sinh vién it nhat 3 gio/tuan tai Phong Capstone
hodc tai phong hop cua Khoa bPao tao Quéc té.

Co trén 2 nidm kinh nghiém giang day chuyén nganh, huéng din tan tinh,
nghiém tuc.

Tuy theo trinh d va kinh nghiém cia tirng giang vién ma sb lugng dé tai duoc
phép huéng dan tbi thiéu 1a 1 va 2 nhom.
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9. Danh sach gidng vién hwéng din

NE Nameprentor Cell Email Dept
Nguyen Quoc International
1] Long 905262496 | nguyenquoclong@dtu.edu.vn School- CMU
2 | Nguyén Gia Nhu 905155544 | nguyengianhu@gmail.com Graduate School
3 | Pang Ngoc Cuong | 1668447117 | dangocuong@duytan.edu.vn IT Faculty
4 | Nguyén Kim Tudn | 906566665 | nkimtuan@gmail.com IT Faculty

10. Danh séach sinh vién Giao nhiém vu thye hién Capstone 1 & 2

11.

10.1. Capstone 2

Danh sach kem theo

10.2. Capstone 1

Danh sach kem theo

Thanh toan huéng din, phan bién va hi dong chAm capstone

Viéc thyc hién thanh toan huéng dan, phan bién va hoi ddong cham Capstone 1 & 2 theo

dtng qui dinh hién hanh.

PHONG PAO TAO PH-SPH

Da Ning, ngay 22 thdng 1 nim 2018

HIEU TRUONG (duyét)

KHOA PAO TAO QUOC TE
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